Cybersecurity Risk Workshop Agenda

July 24th
11:30-12:00 Arrival/check-in
12:00-1:30 Lunch and Introductory remarks
1:30-5:00 Defining the problem:
(3:00-3:30 e Actionable frameworks most important to discuss:

coffee refresh)

o Mobility and loT: B2B, B2C; B2B2C ... and vice-versa
e Taxonomy discussion across lloT and municipal services (e.g. electricity,
water utilities; transportation fleets; cloud infrastructure)
o Examples:
Attack surfaces
Vulnerabilities
Zero day exploits
SWOT: The value of building a taxonomy
Adapting from analogous taxonomies
Actionable cross-domain extensions
o Actionable details for domain-specific settings
EOD Goal: Initial outline of activity for day 2

o O O

July 25th
8:30-9:30 Arrival/check-in/breakfast
9:30-11:00 Breakouts - small groups rotate through topics with either:
e Focus on specific domains or subdomains; or
e Continue to refine general taxonomy model
11:00-11:30 Coffee break
11:30-12:30 Breakout groups to peer review each other’s work; offer suggestions to refine
and build consensus
12:30-2:00 Lunch
2:00-5:00 Report out/reconvene to work through collective findings
(3:00-3:30 e Next steps

coffee refresh)

o Target objectives for next phase
o Necessary prep
o Resources needed
o Workstreams and workflows
e Working together to advance this project:
o Steering/Oversight Committee: immediate next steps




